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Graphical Simulator
* visualization
and recording
* Inexpensive fault detection
* Inspection of error traces
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Graphical Simulator
* visualization
and recording
* Inexpensive fault detection
* Inspection of error traces
Message Sequence Charts
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Version CSMAS CSMA7 CSMAI2 Fischer5 Fischer7 Fischerl2 HDDI7 HDDII2
3.0.39 84s — — 4.2s — — 36.3s —
7.2MB — —_ 10.6 MB —_ —_ 20.1 MB —
3.2.12 0.3s 417 s — 1.65s — — 7.2 —
3.8 MB 145 MB — 6.8 MB — — 11.9MB —
3.3.25 0.2s 198 s — 1.15s — — 3.25 —
3.4MB 113MB — 6 MB — — 8.4 MB —
3.4.6 <0.1s 40.7 s — 0.3s 4706 s — 0.1s 5.3s
3.1 MB 34.5MB — 4.9MB 267 MB — 1.6 MB 14.1 MB
4.0.11 <0.1s 0.2s 33.8s <0.1s 0.4s 418s <0.1s 0.4s
1.6 MB 38 MB 115MB 1.6 MB 38.1 MB 300 MB 1.6 MB 38 MB
4.1.2 <0.1s 0.2s 41.9s <0.1s 0.3s 341s 0.05s 0.2s
1.6 MB 21.6 MB 99 MB 21 MB 21.6 MB 248 MB 1.6 MB 22.9MB
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THE ”"secret” of UPPAAL Uee
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Zones & DBMs
THE "secret” UPPAAL

UPPAAL DBM Library

The library used to manipulate DBMs in UPPAAL

Main Page | Download | Ruby Binding | Help | Contact us

RELATED SITES: U

Welcomel!

DEBEMs [dillag, rokicki3, Ipw:fct35, bengtsson02] are efficient data structures to represent clock constraints
in timed automata [ad90]. They are used in UPPAAL [lpyS7, bv04, bdl04] as the core data structure to
represent time. The library features all the common operations such as up (delay, or future), down (past),

general updates, different extrapolation functions, etc.. on DBMs and federations. The library also supports
subtractions. The AFI is in C and C++. The C++ part uses active clocks and hides (to some extent)

memory management.
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Latest News

Draft manual available.
23 Oct 2006

The current work-in-progress manual of the

DEM library is now available for download. It
is =till incomplete but it may be useful =0 we

release it.

Ruby binding version 0.7 released
30 Jun 2006

Added displaying of points in the viewer.
Re-compiled against 2.0.5.

Version 2.0.5 released
30 Jun 2006

Fixed bug in getValuation, added hooks to
mingraph from the C++ API, drastically
improved partition_t, improved subtractions,
added a hasZero method, new print format of
DEM= and federations to be more compatible
with the Ruby binding, fixed doxygen

FiAma
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UPPAAL as a back-end U

" Vooduu: verification of object-oriented designs using
Uppaal, 2004.

" Moby/RT: A Tool for Specification and Verification of
Real-Time Systems, 2000.

" Formalising the ARTS MPSOC Model in UPPAAL, 2007
= Marte UML & UPPAAL , 2003.
" Yggdrasil: Statechart ¥ UPPAAL, 2003

= Component-Based Design and Analysis of Embedded
Systems with UPPAAL PORT, 2008

" Verification of COMDES-II Systems Using UPPAAL with
Model Transformation, 2008

= METAMOC: Modular WCET Analysis Using UPPAAL, 2010.
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Bang & Olufsen (1997)

Arne Skou, Klaus Havelund Sl g

"= Bug known to exist for 10
years

= |ll-described: et

- PENNY SOUVENI ks 3
2.800 loc +
3 flowchart + Py | A
1 B&O eng. o RS

= 3 months for modeling.

= UPPAAL detects error with
1.998 transition steps
(shortest)

" Error trace was confirmed
in B&O laboratory.

" Error corrected and verified
in UPPAAL.

" Follow-up project.

Beolink



Conclusions

e |t is possible to make a feasible abstraction of the existing
system

o Bugs were found during model development and simulation

e A timing problem was identified during model checking. B&O
changed their desing to remove the problem

e Time slicing and interrupt priorities can be modelled by timed
automatons

e B& O obtained more confidence in the design before starting
their implementation work. The design was robust in the sense
that it did not have to be changed during the implementation
phase
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MECEL AB (1998)
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Canbus
GearControl@lnitiate ~» <1500 ( ( ErrStat =0 ) = GearControl@GearChanged ) (1)
GearControl@lInitiate ~» <1000
( ( ErrStat =0 A UseCase =0 ) = GearControl@GearChanged ) (2)
Clutch@ErrorClose ~» <o GearControl@CCloseError (3)
Clutch@ErrorOpen ~+ <290 GearControl@COpenError ()
GearBox@Errorldle ~+<zs0 GearControl@GSetError (5)
GearBox@ErrorNeu ~+<am GearControl@GNeuError (6)
Imv ( GearControl@CCloseError = Clutch@ErrorClose ) (7)
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TERMA A/S (2004)

Memory Management for Radars

L m . T 2

Frequency Diversity

AMETIST

advanced methods for timed systems



Enabled Tran

tick: Clock - B1, B2, B3, B4, E

Adder 1

S=A+S'-A

Adder 2

T=B+T-B'

Buffer 1

1 Kbytes

Buffer 2

1 Kbytes

Buffer 3

512 bytes

Buffer 4

2 Kbytes

Buffer 5

512 bytes

Buffer 6

512 bytes

Buffer 7

2 Kbytes

Buffer 8

2 Kbytes

Buffer 9

2 Kbytes




TERMA A/S (2011) TERMA®

Herschel-Planck Scientific Mission at ESA

Attitude and Orbit Control Software
TERMA A/S Steen Ulrik Palm, Jan Storbank Pedersen, Poul Hougaard



TERMA A/S (2011)
Herschel-Planck Scientific Mission at ESA TERMA

Application software (ASW)
" built and tested by Terma:

" does attitude and orbit control, tele-
commanding, fault detection isolation and
recovery.

Basic software (BSW)

= low level communication and scheduling Basic Software (BSW)
periodic events.

Real-time operating system (RTEMS)
" Priority Ceiling for ASW,
" Priority Inheritance for BSW
Hardware
= single processor, a fev Requirements:
buses, sensors and ac Software tasks should be schedulable.
CPU utilization should not exceed 50% load

Application Software (ASW)

Hardware
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TERMA® ),

Specification Blocking times WCRT
ID | Task Period WCET Deadline|| Terma UPpPaalL IDiff| Terma UPPaaL Diff
1| RTEMS_RTC 10.000 0.013 1.000[( 0.035 0 0.035] 0.050 0.013 0.037
2|AswSync_SyncPulselsr| 250.000 0.070 1.000|| 0.035 0 0.035] 0.120 0.083 0.037
3|Hk_Samplerlsr 125.000 0.070 1.000|| 0.035 0 0.035] 0.120 0.070 0.050
4|8wCyc_CycStartIsr 250,000 0.200 1.000|| 0.035 0 0.035] 0.320 0.103 0.217
5|8wCyc_CycEndlIsr 250,000 0.100 1.000|| 0.035 0 0.035] 0.220 0.113 0.107
6(Rt1553 Isr 15.625 0.070 1.000( 0.035 0 0.035] 0.290 0173 0.117
T|Beclas3 Isr 20,000 0.070 1.000|| 0.035 0 0.035] 0.360 0.243 0.117
B|5pw_Isr 39.000  0.070 2.000(] 0.035 0 0.035] 0430 0.313 0.117
9({Obdh_Isr 250,000 0.070 2.000(] 0.035 0 0.035] 0.500 0.383 0.117
10|Rtsdb_P_1 15.625 0.150 15.625(| 3.650 0 3.6500 4.330 0.533 3.797
11|Rtsdb_P_2 125.000  0.400 15.625(| 3.650 0 3.6500 4.870 0.933 3.937
12|Rt=sdb_P_3 250,000 0.170 15.625(| 3.650 0 3.650 5.110 1.103 4.007
14| FdirEvents 250,000 5.000 230.220|| 0.720 0 0.7200 T.180 5.153 2.027
15| NominalEvents_1 250,000 0.720 230.220|| 0.720 0 0.7200 T7.900 5.873 2.027
16| MainCycle 250,000 0.400 230.220| 0.720 0 0.7201 8.370 6.273 2.097
17|HkSampler_P_2 125.000 0.500 62.500]] 3.650 0 3.650| 11.960 5.380 6.580
18|HkSampler_P_1 250,000 6.000 62.500|| 3.650 0 3.650| 18.460 11.615 6.845
19|Acb_P 250,000 6.000 50.000)] 3.650 0 3.650| 24.680 6.473 18.207
20| 1oCyc_P 250.000 3.000 50.000]| 3.650 0 3.650| 27.820 9.473 18.347
21|{PrimaryF 250.000 34.050 59.600)|| 5.770 0.966 4.804| 65.470 54.115 11.355
22| RCSControlF 250,000 4.070 239.600((12.120 0 12.120| 76.040 53.994 22.046
23|0bt_P 1000.000 1.100 100.000(| 9.630 0 9.630| 74.720 2.503 7v2.217
24| Hk_P 250,000 2,750 250.000| 1.035 0 1.035| 6.800  4.953 1.847
25|StsMon_FP 250,000 3.300 125.000{(16.070 0.822 15.248| 85.050 17.863 G67.187
26| TmGen_FP 250,000 4.860 250.000| 4.260 0 4.260| 77.650 9.813 67.837
27|85gm_P 250,000 4.020 250.000| 1.040 0 1.040| 18.680 14.795  3.884
28| TcRouter_P 250,000 0.500 250.000( 1.035 0 1.035| 19.310 11.895 7.414
29|Cmd_P 250.000 14.000 250.000{|26.110 1.262 24.848|114.920 94.346 20.574|Marius Micusionis
30| NominalEvents_2 250,000 1.780 230.220((12.480 0 12.480|102.760 65.177 37.583
31|SecondaryF_1 250,000 20.960 189.600|(27.650 0 27.650|141.550 110.666 30.884
32|SecondaryF_2 250,000 39.690 230.220|(48.450 0 48.4501204.050 154.556 49.494
33| Bkgnd_P 250,000 0.200 250.000( 0.000 0 0.000)1154.090 15.046 139.044 Page 34




TERMA A/S (2011)
Herschel-Planck Scientific Mission at ESA TERMA

CONCLUSION

= Schedulability framework made available in
UPPAAL

" Provides more exact analysis than classical
methods

" Depending on WCET information the task set is
schedulable or not.

" Performance:

" 1-2 minutes: BCET=WCET or BCET/WCET < 0.5
= 1 day: 0.5 < BCET/WCET < 0.8

" Work on domain specific notation in order to
be fully taken up by company.



Embedded Systems
Innovation BY TNO

Tilt-Tray Sorters
Scheduling rules & e

vptimization, 2008

J

( Philips: Indoor Lighting systems, 2014

ASML, 2004:

Wafer Scanners
Optimization of

Throughput

_/

Within the Prisma project of TNO-ESI and Philips Lighting, research is done into the robustness and
reliability of large-scale indoor lighting systems. The focus is on the robustness of the lighting control
system. To analyse control system robustness, model checking is used. Timed automata models of
\Iightiﬂg control systems have been created and checked with the model checker Uppaal. To validate
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AL Clutch, Closed imply
Property is satisfied.

A ( GearBox.Idke imply
Property is satisfied.
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( GearControl ReqTorgqusC or GearControl. GearChangsd o
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Online vs. Offline gee

1line testing:
‘0S:
Abstract system-level behavior
Realistic setup, many components
Adaptive, explores only relevant states
Allows concurrency, non-determinism
Long and intricate interactions
Automatic check against model oOffline testing:

ns. Real-time systems are inherently non-determir
Does not guarantee coverage  Non-determinism yields exponentially large te:
Interpreting model can be slow Few or no concurrent components

Can be difficult to replicate Short and specific interactions

Does not replace offline testing fFyaluation requires careful assertion nrogramr




Model Interpretation gee

Test execution
Inputs translated as test stimuli
Test responses recognized as outputs

/
observable 4 )
X input
JI
Environment assumptions ¢ OYtPUL IUT requirements 7
/ ~ /
/ H /
Kl'est generation Test evaluation/monitoring \

How the tester should behave: How the IUT should behave:
* Anythingis possible (stress testing) * Consume any input at anytime
* Emulate physical processes * Produce outputs expected by model
» Specific use-case scenario * Neithertoo late nor too early

\ Replay a previous test trace (regression)/ * Non-deterministic:
* multiple outcomes
* imprecision of timing

K * concurrency /
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File Edit View Tools Options Help

BaBo¢laae K@=

|| Ed'rlnrl Simulatorl ConcreteSimulatorI Veriﬁer| Yggdrasil |

Options i
e fe
[#] Depth search
Output
| 200 |
I [¥] single step
Traces : Trace statistics
-- Query -- Locations: 48/48 = 100% A
Trace coverage: 14/84 Environment.wait: 18
Trace coverage: 13/84 MessageHandling.LO: 18 3
Trace coverage: 7/84 StatusCar.L0: 33
Trace coverage: 74/84 StatusCar.Ll: 24
Trace coverage: 53/84 StatusCar.L2: 32
Trace coverage: 5/84 StatusCar.L3: 25
Trace coverage: 61/84 StatusCar.L4: 23
Trace coverage: 49/84 StatusCar.L5: 10
Trace coverage: 4/84 StatusCar.Lé: 34
-- Depth - StatusCar.L7: 30
I Trace coverage: 66/84 StatusCar.L8: 27 I
-- Single - StatusCar.L9: 35
Trace coverage: 61/84 StatusCar.L10: 37 ||
Trace coverage: 24/84 StatusCar.Lll: 31
Trace coverage: 74/84 StatusCar.ti_tipflashing: &0
Trace coverage: 74/84 StatusCar.ti_stable: 6
Trace coverage: 42/84 StatusCar.emergency: 59
Trace coverage: 74/84 StatusCar.lock: 27 ’
Trace coverage: 74/84 StatusCar.unlock: 35
Trace coverage: 74/84 StatusCar.ti_active: 103
- StatusCar.idle: 129 N
<[ r
Qutout folder
I C:\Users\kgl\Desktop\DESKT OP12\UPPAAL\uppaal-4.1.20-betaZ\testcases
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| |
T, C\Users\kg\Desktop\DESKTOP12\UPPAAL\UPPAAL exam|| PT'mScaleOneiieighing IsInTopPas = Z;
o,

File Edit View Tools Options Help

lramoclaaafa=-

|| Editor | Simulator | ConcreteSimulator | Verifier | Yggdrasil|

Name: Lamp Par]

Project "

Declarations

3

‘&) LampDisplayLeft
‘&) LampDisplayRight
: § StatusCar

14 Edit Edge

ligh

Co tséTestCodeél
|Edge| Mmen | | IV

turnLightOfE ()

J [ cancel |

DrumicaledneWeighing StartdTM{ &me-=itsDrumicaleCneWeighing );

Housedettings SetRamChari( é&me->itsHousefettings,
HS_CURRENT ACTIVE SILO, (UCHAR)O);

me-=itsDrumfcaleWeighing®table. IsReady Return = 1;
me-ritsDrumdcaleRollDrum. Iskeady Return = 1;

Test Validate({ &me->itsTest, "DrumlcaleOneWeighing running”,
{UCHAR) IS IN{ é&me->itsDrumfcaleCneWeighing,
DrumfcaledneWeighing running ) J;

Test_WValidate({ &me->itsTest,
"DrumdcaleOneWeighing 3tartOneWeighing3tate™,
tme-=itsDrumicaledneWeighing,
Drum@caledneWeighing StartOneWeighingdtate )

{UCHAR) IS_IN(
1i
PrintCurrent3tate (me);

DrumfcaledneWeighing StartoneWeighing (&me->
itsDrumBcaleCneWeighing, (FLOAT32)1Z2.0, (void (*) (void * const,
FLOAT3Z) ) OneWeighingFinishedcCh, (UCHAR (*) (void * const))
OkToRollDrumcCh, me);

Test Validate({ &me->itsTest,
"DrumdcaleOneWeighing WeighingDrumEmpty", (UCHAR)IS IN( &me->
itshrumBcaleCneWeighing,
DrumcaleCneWWeighing WeighingDrumEmpty J );

PrintCurrentitate (me);

Test_Comment | fme-ritsTest, "DrumBcaleRolllrum IsInTopFPos is &
1d"”, (UCHAR)Drum3caleRollDrum IsInTopPos(&me—>
1tsDrum8caleRollDrum) J;

me-=itsDrumfcaleWeighingStable. 8tableWeighingFinishedCh (me->

itshrumicaleWeighing3table. owner, 0.6F, %.6ZF );

FM Forum -- Model Checking in Action -- Kim G Larsen

Kim Larsen [

m "3



Yggdrasil Industrial Use

= Novo Nordisk
= Reduction in time for

testing a module 30 days

30 days & 2 days
= Skov A/S

= TK Validate
= Ambitios business plan

Evaluation at
Daimler

Infinion Austria
EADS
Bombardier

Cov. Inc 40%

Reduced test time
20% (B0% for unit test)

novo nordisk’

_—

YALIDATE

DAIMLER

(infineon

EADS
BOMBARDIER
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“release”
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andleRelease(
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ile Edit Vi

BRRNN ONE

ew Tools Options Help

[ Editor | Simulator | Verifier [ Tron |

Processes Sends on Receives On

Controls

Partition
Settings
Test

levelAdapter level
graspAdapter
releaseAdapter
switcher

interface

"

grasp
release

user

add to Input

File Edit View Tools Options Help

BEEROY OB

["Editor | simulator | Vverifier | Tron |

Partition
Settings

add to Output

Environment|::>
user
graspl()

release()

dimmer

levellenvievel)
G—

Implementation|
graspAdapter
releaseAdapter
levelAdapter
interface

File Edit View Tools Options Help

BN OB

[ Editor | Simulator | Verifier [ Tron |

Test

File Edit View Tools Options Help

Timing Options
1 model time unit (mtu):
Test duration:
Precomputation
Input latency

Use clock:

Virtual Clock Port
Engine options

0,000 ps
0F—mtu
100—mtu
0F— ps
) Real Clock

@ Virtual Clock

6.5215

[] Show progress indicator

Delay Strategy

) Eager

) Lazy

) Random

@ Bounded by: Short

[] Test events applied in the Uppaal engine

[] Available input and delay choices for simulation

Backup state set and prepare for final diagnostics

|| Dump current state set on each update

Adapter Options

Adapter

|Snckemdapter

Adapter Location

Adapter options |localhost 0999

BRI ONE

[ Editor | simulator [ verifier | Tron |

FM

Partition

3,223,750,000
3,224,000,000
3,224,250,000
3,224,500,000
3,224,750,000
3,225,000,000

3,225,250,000

Test in progress

Environment

Implementation

leval(1)

lewvel(2)

plzgsd

releaser]

3,225,500,000

225,750,000

I

aw

Output 4| Error

Created clock on port 6521 socket connect:
UPPAAL TROM 1.5 using UPPAAL 4.1.3 (rev. 4551), June 2010
Compiled with g++-4.4.4 -Wall -DNDEBUG -02 float-store -march=prescott
-DENABLE_CSS_MERGE -DBOOST_DISABLE_THREADS
Copyright (c) 1995 - 2010, Uppsala University and Aalborg University.
il rights reserved.
Options for UPPAAL TRON:
Search order is breadth first

(* 9 tries |eft *)

Connection refused

Partition

Start

mtu Environment Implementation
999,057.0 levelid) —
999,157.0 level(3)
989,257.0 leveli2}
989,357.0 levelil)
999,457.0 level (0}
999,557.0 level(1)
989,657.0 leveli2)
999,757.0 level(3)
999,857.0 level(4)
989,657.0 levelis)
999,986.9 releasel)
999,988 8 graspl)
999,990.3 releasel)

-

Output

4|  Error

TPUL UETdy ERLETTOET Uy U

05 scheduler: non-realtime,

Emulation invariants: user.
Timeunit: 10000us
Timeout: 1000000mtu
Inputs: grasp(), release()
OQutputs: level(envievel)

[TEST PASSED: Time out for testing

%||socket connect:

Connection refused

(* 9 tries |eft *)
CONN::readchannel:
Connection reset by peer




Danfoss (2008) Uea=E

Cooling Control for Industrial Fridges

Function  Value/Settir

Outcome

Min  Max

4 instances of discrepancy T
between model and actual P\
behavior, also involving timing errors. |-

Danfoss has adopted MBT in development
of new more complex controller!

* Sequanto SeqZap test harness |- iy
* Programmable Logic [ ’
Controllers (PLC) o

::::::

Ready V
Hhsanl| ) @ @R 7| @ | @ae |y | Fen. | e [[Fve e | Do | ot | Ses | @] vy .| Sro. | Fina OBAE 8i@® o




Advantages of MBT Ues

" Engineer focus on what to test at a high
level of abstraction

" Avoids cost of making scripts
"= As much test code as production code
" Maintenance nightmare

* Heard of, but is still considered an
advanced technique by industry

" |Industry is very motivated, MB A&T will
give
* 10% cost reduction
= 20% quality improvement



Model Checking & Testing U

Model Checking Testing
Abstract models * Checks the actual
Exhaustive “proof” Implementation

Many mature tools ® Only few
Early detection of executions checked
errors * But is the most

State space expl direct method

How to effectively combine the different
model checking and testing techniques?



www.uppaal.{org,com}

ozilla Firefox

PPA
fle Edt View Higtory Bookmarks Tools Help

@ - C Gar [ hetoujomen uppadl.orgl T -] 28~ S

] uPaAL + -
RELATED TOOLS: TI

Home | About | Documentation | Download | Examples | Web Help | Bugs

License

UPPAAL is an integrated tool environment for modeling, walidation and werification

of real-time systems medeled as netwerks of timed autemata, extended with data
The URFAAL tool is free for nen-commercial applications in

academia enly. For commercial applications a commercial

types (bounded integers, arrays, sto.).

1 d. pl the Download section i
The tool is devslaped in collabaration betwsen the Department of Information \08N=s 15 required, Fease see te Lowhioad section Tor
Technology at Uppsala University, Sweden and the Department of Computar
Stience at Aalborg University in Denmark.

):
Download -

. =g
News: The current official release is UpPAAL 4.0.13 (Sep 27, 2010). Compared to S —— & - ' U P4ALL
wersion 3, the 4.0 release is the result of over 2.5 years of additional & 1 o

development, and many new features and improvements are introduced (see also Figure 1: UPPAAL on screen.
this release note and the web help section new features), Ta support models created in previous versions of UPRAAL, version 4.0 can
canvert most old models directly from the GUI (alternatively it can be run in 3.4 compatibility made by defining the environment

wariable UPPAAL_OLD_SYNTAX, see also item 2 of the FAQ).

Since Feb 26 2008, we also distribute 2 development snapshot of the forthcoming UPPAAL 4.2, The current development snapshot D E S I G N V E R I F I CA I I O N
wersion is 4.1.4 released Jul 11, 2011,

-4 ({‘ Our world-leading and internationally

UPPSALA ~ AALBORG UNIVERSITY . _ :
UNIVERSITET acclaimed model-checking tool UPPAAL

bne is now available for commercial use!

e

HOME FPRODUCT SOLUTIONS PARTNERS SUPPORT WEB HELP  CONTACT US ABOUT UP4ALL

DOWNLOAD & BUY NON PROFIT USER? 7 NEWS & EVENTS SUCCESSFUL USECASES

UPPAAL SOFTWARE Feb. 15,2011 - UP4ALL in OEM See how UPPAAL is used to verify
agreetmnent with Elivar oL industrial systerns

P.O. Box 337, SE-75105 Uppsala, Sweden b 2~ +46 21151741 &) B sales@uppaal.com
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