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Safety by design? Why bother?

Enforced by various standards:
- DO-178C/ED-12C for airborne systems relates to ARP4761
- Functional Hazard Assessment (FHA)
- Preliminary System Safety Assessment (PSSA)
© System Safety Assessment (SSA)
-Fault Tree Analysis (FTA)
© Failure Mode and Effects Analysis (FMEA)
- Failure Modes and Effects Summary (FMES)
- Common Cause Analysis (CCA)
- ISO 26262 for automotive systems

Higher/highest safety levels recommend




Prelude

The
Static View




Fault Trees
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Fault Trees

p
t How to obtain the numbers?

1) Time-independent failure
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Fault Trees
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Fault Trees — Analysis Basics
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ault Trees
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Models for Safety

All models
are wrong,
but some

5 are useful.

George E. P. Box
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Useful Models
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c/rete, mission-critical case

Model based ... Analysis
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Embedded in Space
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GOMX-1

e 2U CubeSat (2 liter)
e Launched in November 2013

* Payloads:

e software defined receiver for aircraft signals

e color camera for earth observation
* Telemetry transmitted on amateur radio frequency
e Massive amounts of data collected

* battery voltage, temperature,
solar infeed, ... *

»* *

Runs our calibration experiments. * *
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Battery Kinetics

Kinetic Battery Model
e can represent ‘rate-capacity effect’
* can represent ‘recovery effect’

» d faithful abstraction of modern battery chemistry




Battery Kinetics

0 1s(12-4)
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Kinetic Battery Model 8w o%om @ e onow oW o
* can represent ‘rate-capacity effect’
* can represent ‘recovery effect’

» d faithful abstraction of modern battery chemistry
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Battery Kinetics
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Battery Kinetics
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Battery Kinetics
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Concretely.
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Concretely.
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GOMX-2

e 2U CubeSat (2 liter)

* Shipped in October 2014
with Cygnus CRS-3 towards ISS

* Payloads:
* Optical communication experiments from NUS
* Highspeed UHF and SDR receiver

* Shipping failed after liftoff

» Satellite was recovered
from wreckage and
returned to GomSpace %




GOMX-3

* 3U CubeSat (3 liter)

e Launched from ISS in October 2015
* Payloads:

* L-band communication to geostationary satellit
* X-band transmitter for CNES
* Highspeed UHF and SDR receiver

* Can (and must) rotate in 3 dimeQSLQns
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GOMX-4

 Two 6U CubeSats (6 liter)
* Launch expected in 2016

* |nitial design in the making
* Focus on support for flexible payload model
“Satellite-as-a-Service“

* Needs strong support for dynamic load scheduling
* Battery states are critical

* *

) o *

* »*




GOMX-3 mission details
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GOMX-3 mission planning | |/
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* Very tight power budget ii“w"] W ,‘v’ i f?

* Needs dynamic and battery aware schedulin
 What we do:

* Priced Timed Automata modelling

s
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* Generate optimal schedules for 1 week or day horizon

e Evaluate schedules on random KiBaM for robustness

* Send to orbit, observe behaviour, update model
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GOMX-3 mission planning ;rﬁ,\(mw

* Very tight power budget

MMMMMMMM

* Needs dynamic and batterv 2=
 What we do:
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A one-day schedule (for yesterday)
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Meeting Readlity, safely




You saw: Model based ... Analysis
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'Yousee now: Model based ... Analysis
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Safety by Design?

Somé Incidents you cannot avoid.
For everything else there are ... formal methods!




