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- Verification of timed systems: Fiacre and Tina
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Formalization (abstractions, hypothesis,...)

2.2.1 Hypothesis

e CLOCK1: the drift rate of a correct clockis p = 107°

2.2.2 Formalization

-, \lerification of timed systems: Fiacre and Tina

Clock synchronization protocol

Property

Requirements

clockis p = 10°°

CLOCK1 : the drift rate of the

Each temporal constraint of the form [a, b] which relative to a
duration measure by the physical local correct clock of a node is
replaced with [a(1 — p), b(1 — p)]

Requirements

Model elements

Rationale

Each temporal constraint of
the form [a,b] which
relative to a duration
measure by the physical
local correct clock of a node
is replaced with [a(1—
p),b(1 - p)]

Each temporal constraint of the
form [a, b] which model a duration
relative to a timer is replaced with

[a(1 —p),b(1 - p)]

Design choice => Duration measure
local to a clock are done using timer.
This are relative to local clock

19
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The model (behaviour)

It is always true that starting from a configuration where all nodes are in
state “stop” with values “starts” greater or equal to 1, the system reaches
a configuration'?® where all nodes not in state “failSilent” are in state

“synchroSuccess”.

{({not Main/3/6/state failSilent) =>
( Main/3/6€/state synchroSuccess )))

09/10/2017

; y g ! — 3 i"
’ J, S S 4 S / 7_ ’ 7 T t{
| / ; / / / ; / ﬂ'/
/ 7 [ T ! [ /
I /i RN S / o (PFE S / /
| | MNedeloop ; i ! / i H / /
|‘ ,"f .‘ TdmvoteTriggered .._-:m E .‘"‘ ! ~ i )
/ sonsvesws @) L] p |
/ [ Temespsiiies ‘.‘ | /‘f / .'J : ‘/
| . | Foeesoemnmeneens / : /
[ 0w l: Timer ! / / /
| 1 property PROP is 1tl .
| 2 [ )
| 3 (01« :j)
4 ( Main/1/1/=state stop and F—
5 Main/2/1/state stop and NM“)
& Main/3/1/state stop ) I
| 7 and Clocks™
g // All nocdes have sent a start and .
/ g // all process have received encugh starts folized >
I 10 { izationorder ™
11 Main/1/6/value (3tarts>=0+1) and L [
| 1z Main/2/6/value (3tarts>=0+1) and . |
[ 13 Main/3/6/value (3tarts>=0+1) — |
{{(not Main/1/6/state failSilent) => |
{ Main/1/6/state synchroSuccess )) and
{{not Main/Z/6/state failSilent) => -
{ Main/Z2/6/state synchroSuccess )) and

/7 Timer model a timer
process Timer[triggered:nonel (nid:MNodes, &arm:bool, &cancel:bool,
&fc:nbFc, &failedClocks:FailedClocks
] is
states 1dle, armed, failing, triggered
from 1dle
on arm;
wait [0,0];
cancel := false;
to armed
from armed
select
on arm and not cancel;
select
on fc = FC and not failedClocks[$nid];
f/ clock failing
wait [0,0.005]; failedClocks[$nid] := true; fc := fc +1; to failing
[1 on failedClocks[$nid];
wait [0, ...[
[1 on not failedClocks[gnid];
wait [©.005,0.005]
end
[T on cancel; wait[0,0]; arm:=false; cancel:=false; to 1dle
end;
to triggered
from failing
select
on arm and not cancel; wait [0, ...[
// nevertheless, cancel 1s still possible
[1 on cancel; wait[0,0]; arm:=false; cancel:=false; to 1dle
end;
to triggered
from triggered
calect
g cancel; wait[0,0

//ﬂaum [] on failedClocks[$nid];
g '/ clock failed
wait [0, ...[

21
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From a crude HMI...
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... to a fancy Eclipse simulation environment

SR R RCR AR S
[ Project Explorer 53 = B | [ clockfer % tutodfer  abpfer  fischerfer  loose fer @ clockz fiacrein clockzfer  wvolf3mz-3fer [E1 abp fiacreinsta = | Instances &%
BE & ¥ function init_omissions():Omissions is S Timer - idle
'@‘F\ecreExamp\es NB_NODES-1 : , res:0missions %Tlmjrr\d\e .
» (BFiacreExamplesl foreach i do res[i] := O end; ZaNodeLoop - idle
~(ZPABFiacre return res <Rk
N en [Fstart - started
o clockats Ermr - e
» & clock3.tts process Can LU =[O
» e clocka bek.tts 1 (&pktsIn, spktsout: MulPkts, &failedNodes:FailedNodes, &fp:NbFP) is _[EnodeLoop - idle
» & clockd tt: tates rcv, txtime, tx B3 Can - rov
evdlocka.ts e
:ggx;‘:km - erissions:omissions init_omissions() Transitions 5% % v =8
» @ voxaits — delive @ NodeLoop_1_t4_Start_1_t0 - [0.0,0.0]
» 2V0XS5 tts ':':i:c[g ol; &5 NodeLoop_2_t4_Start_2_t0 - [0.0, 0.0]
/## select the highest priority message sent by a correct node */ + Can_1_t0- [0.0,0.0
m := highestRankMsg(pktsIn,failedNodes);
StartRound_1 Nodeloop_1 StartRound_2 Nodeloop_2 StartRound_3 Nodeloop_3 on not %m.mtype:Emgtz);
to txtime
| | | | | from txtime
// model minimum transmission time
. initializat- . initializat- . initializat- wait [0.00005, 0.00005];
firstRound X firstRound X firstRound X deliveri=true;
ion ion ion to tx
from tx
wait [0,0]
notify 1405 select
141 // if less than FP processes have failed
1420 on fp < FP and not failednodes[$m.sid];
143 J// the sender mail fail
144 poi=fp+ 1;
145 failedNodes[$m.sid] := true;
id1e 1 L lomye neggens Fon, the sender queus o Executed Action %3 | Saved States = D
148 pktsoutigm.sid]l := {| [};
149 1o rev Y v
1508 8] 1 < NB_NODES and not failedNodes[$1]; o
151 deli e FNodeLoop_3_t4_Start_3 t0 - [0.0, 0.0]
- LR #Nodeloop_3_t0 - [0, w[
I Values 52 =g NodeLoop_2_t2 - [0, w[
stop | | idle | “|NodeLoop_1_t2 - [0, w[
Name Current Value
m {mtype = Adjust. roL
i o
omissions [0, 0,0] StartRound_1 Nodeloop_1 Nodeloop_2 StartRound_3 Modeloop_3
fo o
idle deliver False | |
. initializat- . initializat- . initializat-
| firstRound | | ion firstRound ion firstRound ion
I I I
=top | | idle | notify | | idle | | notify | | idle | | notify | | idle |
idle
| stop | | idle | | idle | stop | | idle |

... with MSCs...

... and causal diagrams.
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* Some specific properties have been verified: are they worth the
effort?

* How to gain confidence on the model?
* How to debug the model ?

@ * From "simulation" to "advanced simulation"

e Guided-simulation (property-driven simulation)

09/10/2017 23
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Unit COM

Unit MON

Channel LEFT

LUSTRE
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bus

Unit COM

Unit MON

Channel RIGHT

CRM_R3. There shall never be two confirmed MASTERS in different chan-
nels.

CRM_P3.

| ~(masterChannel = RIGHT & masterChannel = LEFT);

CRM_RS5. The time window shall end at the same time on all channels.

CRM_P5.

& SOME i: [0, NB_UNITS — 1] (~InSW[i])
— ALL j: [0, NB_UNITS — 1] (~InSWT[j]);

‘ AL L II H [{}, NBUNITS - 1] (Eﬂvﬁnn [:] )

& systerel @p systerel

25



© IRT AESE “Saint Exupéry” - All rights reserved Confidential and proprietary document

W SAINT E<XUFRPERY

09/10/2017

Clock synchro

- Verification of synchronous SW: Redundancy Mngt

P1: The skew € of all the local clocks on all units is bounded
P2: The network queuing delay g and the network transmission delay u
are bounded

P3: The task completion time @ on all units is bounded

P4: The global cycle time T is such that

T = amax + Gmax + Umax

Synchronous

RMS

Formal verification
using S3
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RTXXX = Runway Threshold

Formal verification of configuration data

RTDNXXX = Runway
TouchDown

RHPXXX = Runway Holding

Position

09/10/2017

IHPXXX = ILS Holding Position

No path from a runway
source node to this node
No path from this node toa
runway sink node.

« Runway holding ﬂE o

position » node
too close toa
runway sink node

Missing crossing
signalling node

No path from a runway
source node to this node
No path from this node toa

runway sink node.

T3 6
CT T11

R T4
| T13 Source node thatlis nota
< - T -
K A @< @< )/ oy start

T9
Missing runway

holding position

Ti2

Tracks {taxiways)
too close [AC150

o
s §405]

sink that is not @ runway end

28




© IRT AESE “Saint Exupéry” - All rights reserved Confidential and proprietary document

=

=T

W SAINT E<XUFRPERY

09/10/2017

¥

Formal verification of configuration data

[Carto-P001] No intersection of nges

VA,B,C,D € Wps Ael, e2 € Edges AALBEelAC,DEe2 A(A =
c)n (A =D)A(B = C)A(B = D),

intersectant(el, 92) = true < (r:cw(A, B, D] * ccw(B, C, D])A
(ccw(A, B, C] * ccw(A, B, D))

where

cew(4,B,C)=(C.y—Ay)(B.x—Ax)>(B.y—Ay)(C.x—Ax)

[Carto-P004] Connected runway nodes
¥rl, r2 € RUN

(:-"'1 +=r2 = reachable(rl, ?"2) A reachabfe(rz, 1"1)),

where reachable (a, b) stands for the node can reach the nade b.

[Carto-P005] Aligned runway nodes

Yrl, 2, r3 € RUNWAY, r1 # r2Ar2 # r3 — aligned(r1, r2, r3,8)
where RUNWAY is the set of runway nodes, and & is the tolerance alighment

value.

@ systerel

ofe real-time solutions.

No path from a runway
source node to this node
No path from this node toa

runway sink node.

______________________________________________________

« Runway holding
position » node
too close toa
runway sink node

1
I No path from a runway 1
source node to this node 1

1

1

1

\ No path from this node toa
| runway sink node.
L e e - a
T11 .
T13 Source node thatis nota

runway start

Missing crossing
signalling node

Ti2

Tracks {taxiways)
too close [AC150

§405]

T7

@ systerel

ofe real-time solutions 29
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@ e Consider dedicated tools!
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Supervision: Formal verification of HMIs

Alert 10
some text

Alert 2

Alert 3
some text

Alert 7

Alert 1
Some text

[ ][ros v
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Predefined slots

Alert 10
some text

Alert 7

Alert 1
Some text

[ [kes] v
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Supervision: Formal verification of HMIs

Alert 10
some text

Alert 2

Alert 3
some text

Alert 7

Alert 1
Some text

|:| LoG

Predefined slots
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All alerts

Alert 1

Alert 2

Alert 3

Alert 4

Alert5

Alert 6

Alert 7

Alert 8

Alert9

Alert 10
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LUSTRE

Sorting

network

Priority-sorted alerts

Alert 10

Alert 2

Alert 3

Alert 7

. Formal verification of HMIs

Inital target alert

LUSTRE

Target alert

Alert 10

Alert 4

Alert 5

Alert 6

Alert 8

Alert9

selection

move=up/down/none

Target alert move

Target slot move

LUSTRE

Target slot

Alert 10
some text

Alert 1
Some text

LUSTRE

target alert target slot

Routing

target alert

selection

35



(.

@ IRT AESE “Saint Exupéry” - All rights reserved Confidential and proprietary document

~T1

W SAINT E<XUFRPERY

Formal verification of HMI

REQ-16: Only active alerts shall be displayed.
PROP-16:

ALL s:slots (s.id! = —1 - ALL:[0, 7](a[i].id = s.id - a[i].act))

REQ-8-1: If the user clicks thb [target alert up] button and the
priority of previous selected alert is greater than the priorities of
any current alerts, then the index of the returned alert shall be 0.

PROP-8-1: (aselmov =up & ALLi:[0,7](p > ali]l.p )) -idx=0

REQ-17: The target alert shall always be displayed in the target
slot.

PROP-17:

ALL s: Slots, a: Alerts ((s X = target_x &s.y = target_y &a.idx
= target_index) — s.id = a.id)

IRT ABSE1DPAB17 All right reserved Confidential and proprietary document. 36
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specification

Informal

specification

Formal

Formal design

verification of
implementation

Formal

09/10/2017
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2

* A very simple HMI designed using formal models
and methods...

* HMIs deserve formal specification and verification

 HMIs are (probably) in the area where model-checking
techniques are very efficient

39
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Position transmission

-
" -~

o {7
=
.
-,

\

Waypomt

- Anticollision function: Correction by construction

Mission:
(W5,WoWs)

Map
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Supervision R Position transmission
statl::mo ‘l“ .";ji"'“- N

°Mission‘,

(W1 W, Ws) g !
B : o
Map “’. 2 N ) ‘\\ ","
. r/o ," - \ o
\'/‘ |‘. / K ;
Spatial separationA aration/

mporal sep Waypoint /

Mission:
(W5 WaWs)

Map —‘
Rover {HL-RV) Operator (HL-OP)

HL-RV-ENV-R001,
HL-RV-ENV-R001.01,
HL-RV-ENV-R001.02,
HL-RV-ENV-R002,
Initial 1 HL-RV-ENV-R002.01,

(one rover)

Requirements classification

Requirements layering

HL-RV-ENV-RO07;

Initial 2.1 @mmmm REfi neme nt
strategy

(several HL-RV-ENV-R01{(iCorreet position) HL-OP-FUN-R001
rovers) HL-RV-SAF-R001#to Safety prop.)
HL-RV-FUN-RQQ1{Max decel

Event-B
model

© IRT AESE “Saint Exupéry” - All rights reserved Confidential and proprietary document

09/10/2017 42



© IRT AESE “Saint Exupéry” - All rights reserved Confidential and proprietary document

—=meemeee, - Anticollision function: Correction by construction

z ‘ a. Invariant Proof in Rodin | ) )
_ Event-B Spec 4 Event-B Invariants
Event-B | |
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Event-B Spec }4

N

a. Invariant Proof in Rodin

Event-B Invariants

Event-B .
1. HLL Spec Translation i 2. HLL Invariant Translation s
. e e s
( A Scheduled | b. Invariant/Property M
chedule ‘ N . i
HLL Model Proof in 53 HLL Invariants
(Contract) HLL Model ¢ -
HLL (Machine) Other HLL Properties
A A : :
d. Code e. Conformance 3 Code
Implementation Proof in 53 Generation

c. Equivalence
Proof in §3

NI

Implemented C Code

Generated C Code
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Category 1.a:

ertlng ru‘es Rule 7: Discriminate necessary and sufficient modelling elements
. Statement
i al mEd at [a) Make a clear distinction betwesn the model elements that are actual parts of the specification and/'or design
’ o ge from those introduced to support the proof process. A naming convention can be applied to discriminate those
aVOIdlng A maodelling elernants.
d "- Rationales: The formal specification shall be kept as simple and short 25 possible. However, some modelling
moae Ing elemeants may be useful to simplify the proof. Itis up to the designer to identify which one is to be kept according
to the wverification effort.
errors Categonomies:
writing rules
aimed at

facilitating the

proof process
Category 1.c:

writing rules

GETTING CONFIDENCE IN
EVENT-B MODELS

Guidelines aimed at
ot s g e e scr g facilitating the
review process Category 2.a:
review rules
Amaud DIEUMEGARD and Eric JENN aimed at
revealing
3 modelling
w errors
et
<
|_
o
©
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* A complete (simple) function formally developed
top to bottom using a combination of Robin and
S3

* No floating point operations

@ e Automation?
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a <4—— WiFi >
Ethernet CAM
A

ethernet
-
c
O
€
=
o
]
©
>
_
£ P
& )
2 n
e wn
'g —_—
©
s =
3
c
[}
S
b
o
(@)
©
g
- v v
9 CAN bus
g
(%] .
R [ — eft and ight wheel_ v
1

= : ““.‘ :
< N P 1
' : 6’ - I discrete
:> . ;

1
g o | Encoder Motor H-bridge i TREK1000
g Ll L e e e e e e e e 1 (on-board)
i ; .,

1 N P~
£ o | —— DR
é a | Do '

N 1 1 1
"J," : : 1 :— analog
# | Compas 1 : .

1
- L ___. 1 Buck analog [4——— discrete TREK1000
[ : part . (ground)
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Image-based position monitoring: Numerical issues

Pose

Segments Pose OK
Pose KO

ZYNQ (MON)

PPC (COM)

Error ellipsoid

@ IRT AESE “Saint Exupéry” - All rights reserved Confidential and proprietary document
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* Matrix inversion
(Kalman)

09/10/2017

A Galanl du gain de Ealwan

/4 On rappelle gue 8 est semi-gdéfinis positive.
/4 R = P*H"*piny (8);

double EA[Z] [1]:

T mat K = {Z,1, MAT FEd };
double a3Td[1][1];

T mat 8I={1,1, MAT aId};
double HTA[Z][1]:

T mat HT = {3,1, _MAT HTd};
double TMPAA[2] [1]:

T mat TME4 = {3,1, MAT TMP4d};

mat_ transp(&H,&HT) ;

mat inv(&ds, &II);

mat mul (&HT, &3IT, &TMP4);
mat mul{(Fp, &TMFP4, &E};

—emene, |mage-based position monitoring: Numerical issues
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* Matrix inversion
(Kalman)

* Eigenvectors
(error ellipsoid)
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Calculates the eigenvalues of a symmetric 3x3 matrix A using Cardano's

// analytical algorithm.

// Only the diagonal and upper triangular parts of A are accessed. The access
// is read-only.

R e i e e e e L
// Parameters:

/f A: The symmetric input matrix

/f/ w: Storage buffer for eigenvalues

B e e B e S s S B O G B S B S e s B B B S e 3 2 B 5 S S S D S S S S S D SR S B 00
{

2%

double m, cl, c@;

// Determine coefficients of characteristic poynomial. We write
7 la d f |

// A= |d* b e |

1 | T+ e* ¢ |

double de = A[®][1] * A[1][2]; //d*e
double dd = SQR(A[@][1]); /7 d~2
double ee = SQR(A[1][2]); /[ e~2
double ff = SQR(A[@][2]); /7 2

m = A[e][e] + A[1][1] + A[2][2];

cl = (A[e][e]*A[1]1[1] + A[e][e]*A[2]1[2] + A[1][1]*A[2][2])
- (dd + ee + Tf);
cB = A[2][2]=dd + A[B][0]*ee + A[1][1]*ff - A[e][e]=A[1][1]=A[2][2]
- 2.0 = A[0][2]*de;
frd*e)

double p, sqrt p, q, ¢, 5, phi;
p = SOR(m) - 3.8%*cl;

/f a*b + a*c + b*c - d*2 - e"2 -

/f c*d~2 + a*e~2 + b*f~2 - a*b*c -

2

= eoeee, | mage-based position monitoring: Numerical issues

q=m*(p - (3.8/2.0)*cl) -
sqrt_p = sqrt(fabs(p));

ph1 27.0 * ( 8.25*SQR(cl
(1.8/3.8) * atan2(sq

sqrt_p*cos(phi);
(1.8/M_SORT3)*sqrt_p*s

10%° 109 107
109 102° 10°

109

w[l] = (1.8/3.8)*(m - c);

w[2] =w[l] + s;

w[B] =w[l] + c;

M vy = (1+107'1) - 10°

) return 0; Exact v, = (1 _ 10—11) . 1020 V] =
vy = 0.98
V= (1) . 1020
Approx = (1) -10%° vy =

V3 = 0.98

107

1/v2
1/v2
0

1/v3
1/v3
~1/V3

1

Vo =

)

1/v2

Vo =

0

-1/v2],

2/V/6
—~1/V/6
1/v/6

v

V3 =

Q\‘

é,\\

0—1

R\

S¥[1/v3

1/v2
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* Matrix inversion
(Kalman)

* Eigenvectors
(error ellipsoid)

 Geometrical
computations ~ —)
(enveloppe computation)
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(158.017,44.2377)
(157.852,44.2377)
(157.852,44.2382)
(153.796,44.2497)
(144.245,240)
(146.608,240)
(157.953,45.6318)
(172.002,240)

[...]
(158.034,44.2377)

(158.017,44.2377) ?\\
Q

(146.608,240)
(146.608,240)
(174.359,240)
(162.089,44.2376)
(158.034,44.2377)
(157.953,45.6318)
(157.852,44.2377)
(153.796,44.2497)
(144.245,240)
(146.608,240)

\\"

polygon #0

*\
polygon #1

»
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ﬁ Image-based position monitoring: Numerical issues
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e Excerpt from the BOOST librarv

there are some other rules that valigm

her rules that valid

polygons must fulfill. fhis follows the opengeospatial ruleé (see link

® Polygons are simple geometric objects (See also wiki but ho

polygons must fulfill.

polygons).

e |f the polygons underlying ring type is defined as clockwise, the exterior ring must have the

clockwise orientation, and any interior ring must be counter clockwise
defined counter clockwise, it is vice versa.

last point

.Ifthe ring type is

e |f the polygons underlying ring type is defined as closed, all rings must be closed: the first

There should be no self intersectionsgmer i e

® [here should be no cut INes, SpIKes or punciures.

® The interior rings should be located within the exterior ring. Interior rings may not be located

within each other.

here should be no cut lines, spikes or punctures.

09/10/2017
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Strange, strange...

CGAL BOOST
Speed =1 Speed = 50
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Formal verification of configuration data

* Found a place where 0.1+ 0.1 # 0.2... and
where it actually matters...

IV. Exifience des Antipodes mal cntendue pér
quelques-uns , & formellement niée comme ims .
poffiole par le plus grand nombre. ‘°

@ * Find the best representation for hardware
implementation

55
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dealing w

To conclude
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, e
e, To conclude: dealing with (so) many methods and tools...

O Structured O Derivation tree O Tools
argument O Rules —
O Evidences O Leaves are "facts". = e

e
(ret, out, err) = self.callTool('frac’
if ret != 0:

self.log.error(err)

return Errors(self, [ err ])

@Tool.predicate('+m: file')
def frac_parse(self,m):
B e = i """ check syntax error """
(=]
(00,7 (GG ! ”“[;‘T'
I s
(Hau

else

;'etum Success(self)

Verification . Jatalog
Translation arguments Translation program Execution

J Orchestration
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